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deny the opponent the advantage of; ¢

ensure friendly unimpeded access to the EM spectrum / can be
nd unmanned
sys’re 5, O or other assets (military

and civilian). [https://en.wikipedia.org /wiki/Electronic warfare]

~ ®* We're primarily going to look at the defensive aspect of EW.
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https://en.wikipedia.org/wiki/Electromagnetic_spectrum
https://en.wikipedia.org/wiki/Directed-energy_weapon
https://en.wikipedia.org/wiki/Communication
https://en.wikipedia.org/wiki/Radar
https://en.wikipedia.org/wiki/Electronic_warfare

)/

access to the spectrum to communicate with
levelop an

argued that EW is

a compo _ paigns.

* Statement from Congressionc earch Service — IN FOCUS Oct 29, 2020

crsreports.congress.qov df/IF/IF11118/9
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https://crsreports.congress.gov/product/pdf/IF/IF11118/9

oN Or

- various times.

® Unless in an sur Radio communications isn’t

comparable to a battlefield. That said, there are many similarities.
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® Locate signal sot

®* Frequency agility (spread spectrum)
® Encryption (DMR, SystemFusion, etc.) *Amateurs are not actually encrypting but could easil
Yp Y Y Ypting Y
do so if permitted
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https://radioaficion.com/cms/what-is-a-panadapter/
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SPREAD SPECTRUM

®* Advantages:
- Resists intentional and non-intentional
interference

Power Spectral Density (PSD)

- Has the ability to eliminate or alleviate the
effect of multipath interference vroqpency

- Can share the same frequency band
(overlay) with other users

- Privacy due to the pseudo random code
sequence (code division multiplexing)
Disadvantages:

- Bandwidth inefficient

- Implementation is somewhat more complex.

Power Spectral Density (PSD)
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Frequency

® Information is distributed across wide bandwidth

signal (DSSS)
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Hopping Signals

/

Swept jamming
Interference
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INDUSTRIAL, SCIENTIFIC, & MEDICAL (ISM) BAND

ITU frequency allocationsl2

Frequency range <« Center frequency * Bandwidth = | Type # Availability Licensed users
6.769 MHz | 6.795 MHz 6.78 MHz 30 kHz A Subject to local acceptance FIXED SERVICE & Mobile service
13.553 MHz | 13.567 MHz 13.56 MHz 14 kHz B Worldwide FIXED & Mobile services except Aeronautical mobile (R) service
26.957 MHz | 27.283 MHz 27.12 MHz 326 kHz B Worldwide FIXED & MOBILE SERVICE except Aeronautical mobile service, CB Radio
40.66 MHz 40.7 MHz 40.68 MHz 40 kHz B Worldwide Fixed, Mobile services & Earth exploration-satellite service
433.05 MHz | 434.79 MHz 433.92 MHz 1.74 MHz A only in Region 1, subject to local acceptance | AMATEUR SERVICE & RADIOLOCATION SERVICE, additional apply the provisions of footnote 5.280. For Australia see footnote AU.
902 MHz 928 MHZ 915 MHz 26 MHz B Region 2 only (with some exceptions) FIXED, Mobile except aeronautical mobile & Radiolocation service; in Region 2 additional Amateur service
2.4 GHz 2.5 GHz 245 GHz 100 MHz B Worldwide FIXED, MOBILE, RADIOLOCATION, Amateur & Amateur-satellite service
5725 GHz| 5875GHz 58 GHz 150 MHz B Worldwide FIXED-SATELLITE, RADIOLOCATION, MOBILE, Amateur & Amateur-satellite service
24 GHz | 24.25 GHz 24125 GHz 250 MHz B Worldwide AMATEUR, AMATEUR-SATELLITE, RADIOLOCATION & Earth exploration-satellite service (active)
61 GHz 61.5 GHz 61.25 GHz 500 MHz A Subject to local acceptance FIXED, INTER-SATELLITE, MOBILE & RADIOLOCATION SERVICE
122 GHz 123 GHz 122.5 GHz 1 GHz A Subject to local acceptance EARTH EXPLORATION-SATELLITE (passive), FIXED, INTER-SATELLITE, MOBILE, SPACE RESEARCH (passive) & Amateur service
244 GHz 246 GHz 245 GHz 2 GHz A Subject to local acceptance RADIOLOCATION, RADIO ASTRONOMY, Amateur & Amateur-satellite service

Type A (footnote 5.138) = frequency bands are designated for ISM applications. The use of these frequency bands for ISM applications shall be subject to special authorization by the administration concerned, in agreement with other administrations whose
radiocommunication services might be affected. In applying this provision, administrations shall have due regard to the latest relevant ITU-R Recommendations.

Type B (footnote 5.150) = frequency bands are also designated for ISM applications. Radiocommunication services operating within these bands must accept harmful interference which may be caused by these applications.

ITU RR, (Footnote 5.280) = In Germany, Austria, Bosnia and Herzegovina, Croatia, Macedonia, Liechtenstein, Montenegro, Portugal, Serbia, Slovenia and Switzerland, the band 433.05-434 .79 MHz (center frequency 433.92 MHz) is designated for ISM applications.

Radio communication services of these countries operating within this band must accept harmful interference which may be caused by these applications.

Footnote AU = Australia is part of ITU Region 3. The band 433.05 to 434.79 MHz is not a designated I1SM band in Australia, however the operation of low powered devices in the radio frequency band 433.05 to 434.79 MHz is supported through Radio communications

class licence for low interference potential devices (LIPDs) [*]
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| nough to

* Garage ¢
® 902 MHz receiver has appare reduction

®* Manufacturer believes that cause is interference from LED lights

UNCLASSIFIED PRESENTATION TO TRI-LAKES MONUMENT RADIO ASSOCIATION




(/?/) UNCLASSIFIED PRESENTATION TO TRI-LAKES MONUMENT RADIO ASSOCIATION



r

* Software recoo

UNCLASSIFIED

{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
{"time" :
PRESENTATION TO TRI-LAKES MONUMENT RAL{"time" :
{"time" : "2021-05-05

ime

{"time" :
: "2021-05-05

"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-04
"2021-05-05
"2021-05-05
"2021-05-05
"2021-05-05
"2021-05-05
"2021-05-05
"2021-05-05
"2021-05-05
"2021-05-05
"2021-05-05
"2021-05-05
"2021-05-05
"2021-05-05
"2021-05-05

"2021-05-05

“model”

"model" :

"model”

"model”

"model" :
"model" :
"model™ :
, "model" :
, "model™ :
, "model" :
"model"” :
"model"” :

"model"
"model"
"model”

"model" :
"model” :
"model" :
, "model" :
, "model" :
"model" :
"model” :

“model”
"model”

"model” :
"model"” :

: "Hyundai-VvD0", "type" :
"Hyundai-VvD0", "type" :
: "Schrader", "type" :
"model” :
"model" :
, "model"” :
, "model" :
, "model" :
"model" :
"model" :
"model"” :

"Schrader", "type" :

"Hyundai-VvDO", "type" :
"Hyundai-VvDO", "type" :
"Hyundai-VvD0", "type" :
"Hyundai-VvD0", "type" :
"Hyundai-VvD0", "type" :
"Hyundai-vDO", "type" :
"Hyundai-VvD0", "type" :
: "Hyundai-VvD0", "type" :
"Hyundai-VvDO", "type" :
"Hyundai-VvDO", "type" :
"Hyundai-VvDO", "type" :
"Hyundai-VvDO", "type" :
"Hyundai-vDO", "type" :

"Ford", “"type" :
llFordll 5 lltypell : "
llFordll X lltypell .

¢ “Ford®, “type® & *
: "Hyundai-VvDO0", "type" :
: "Hyundai-VvD0", "type" :
"Hyundai-VvDO", "type" :
"Hyundai-vD0", "type" :
"Hyundai-vDO", "type" :
"Hyundai-VvD0", "type" :
"Hyundai-VvD0", "type" :
"Hyundai-VvDO", "type" :
"Hyundai-VvDO", "type" :
: "Hyundai-VvD0", "type" :
: "Hyundai-VvD0", "type" :
"Hyundai-vDO", “type" :
"Hyundai-vDO", "type" :

||idll :
Ilid " :
llid " :

llid "

" ‘i " id " :
" ; " id " :
"flags" :
"flags" :
" " id " :

"id "

5 SidY =
y agr
A B B
e L S
il
" g " id " :
A
A s A
o
2 LB R BT
L iy R

"9p75276f", "state
"9p75276f", "state
"@7", "id" : "©6B7
"25", "id" : "©6B7
"d1195237", "state
"d1194e03", "state
"d1194e03", "state
"d1194e03", "state
"d1194e03", "state
"d1195237", "state
"d1194e03", "state
"d11950a2", "state
"d11950a2", "state
"d11950a2", "state
"d133el5d", "state
"d133el15d", "state
"d133el5d", "state

"652ad839", "pressure PSI
"652ad839", "pressure PSI
"652ad839", "pressure PSI

: "652ad839", "pressure PSI

" id " :

“id»
=g
2l ol 0
L G
" id " :
Eid®
R R
5 s oyt o
" id" :
=g
midse
i

"c6d394fd", "state
"c5d72fb9", "state
"c5d734e4", "state
"c5d734e4", "state
"c5d734e4", "state
"c5d734e4", "state
"c5d734ea", "state
"c5d734ea", "state
"c5d734ea", "state
"c5d705a8", "state
"c5d705a8", "state
"c5d72fb9", "state,
"c5d734ea", "state



https://youtu.be/Ms5r9o8P6N4
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channel : A sequgnce_num: ©
Rainfall Accumulation: 35.65 in

time 2021-05-09 10:09:46
model message type: 49
channel A sequence num: 1

Rainfall Accumulation: 35.65 in
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433.679.000
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FFT Settings

FFT size 8192 * | RBW:244.1Hz

Rate | 25 fps ~ | Overlap: 0%

Time span | Auto * | Res:-s
Window Hamming
Averaging °
Pandapter === Waterfall
Peak Detect Hold
Pand. dB [ Lock
Wf.dB

Freq zoom 1x

FFT Settings

Input controls ~ Receiver Options

Audio

battery S ! wind speed: 2.7 km/h wind dir deg: 202.5
Integrity CHECKSUM

id :

battery L | wind speed: 2.7 km/h wind dir deg: 202.5
Integrity : CHECKSUM
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